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AyteHntuduxanms

besonacHocTs nH(popMaun

l'ocynapcTBeHHas
nH(pOpMaIMOHHAs CUCTEMA

Hoctyn k uadopmanmu
JocTynHoCTh

3ammTa uHpOpMaITUN
OT HECAaHKIIMOHUPOBAHHOTO
JocTyna

3amuniaemas uHpopManus

Wnentudukarnuys

HNudopmarmonnas cucrema

NudopmarmoHHbie pecypchl

WudopmanmonHble
TEXHOJIOTUH

WNudopmanus

Kontponupyemas 30Ha

KonduaeHunaabsHOCTh

O06paboTka nepcoHaTbHBIX
JTAHHBIX

TEPMHMHDLI U OITPEJEJEHUSA

JleiicTBUS 1O TPOBEpPKE MOMJIUHHOCTH CYObEKTa JOCTyIa
B MH(OPMAITMOHHON crcTeMe
CocTosiHue  3alIMIIEHHOCTH
oOecrieueHbl  €e
U 1IEJIOCTHOCTD
WudopmarimonHas cucremMa, co3jilaBaeMasi B IEJIAX pealli3aiiu
MOJTHOMOYHI roCy/1apCTBEHHBIX OpTraHoB
u obecrieueHuss oOMeHa WHpOpPMAHEH MEXAY JTHMH
OpraHaMH, a TaKKe B MHBIX YCTAaHOBIICHHBIX (efepaTbHBIMU
3aKOHAMHU IeJIsX

BosMoxHOCTh IOTyYeHUS HHPOPMAIUH U €€ UCTIOIb30BaHUS
CocrossHue wuH(pOpMAIMH, XapaKTEpU3yeMoe CIIOCOOHOCTHIO
TEXHUYECKUX CPEICTB M UH(GOPMAIMOHHBIX TEXHOJOTHM
o0ecrieunBaTh OECHPENATCTBEHHBIM MOCTYNn K WH(opManuu
CyOBEKTOB, UMEIOIIUX HA TO TTOTHOMOYHS

3amuTta MH(QOpPMAaLMM, HAmNpaBieHHas Ha MPEIOTBpPALICHHE
MONy4YeHUs 3alluIiaeMoi MH(OpMallUK 3auHTEPECOBAaHHBIMU
CyOBEKTaMHU C HAPYIIEHUEM YCTAHOBIICHHBIX HOPMATHBHBIMH
U TPABOBBIMH JIOKYMEHTaMH (aKTaMH) WU 00JagaTelIsIMu
uH(pOpMaAIMU TpaB WM MPaBWJI pa3rpaHUYEHUs JOCTyIa
K 3allMInaeMoi nHdopmaruu

uH(popMaluu,
KOH(HJICHIIMATBHOCTb,

IIpU KOTOPOM
JOCTYIHOCTh

Wndopmanusi, sBAAOWIASACS MPEIMETOM  COOCTBEHHOCTHU
U MOAJIeXKallas 3aluTe B COOTBETCTBUM C TpeOOBaHUSIMU
IIPABOBBIX JIOKYMEHTOB WIH TpeOOBaHUSAMH,

yCTaHaBIMBAEMbIMU COOCTBEHHUKOM MH(POPMAILIUH
[TpucBoenue cyObekTaM U 00bEKTaM AOCTYIa UIeHTU(UKATOpa
U (UIM) CcpaBHEHHE NPEIbABISEMOrO HJAEHTH(HUKATOpa
C TepeyHeM MPUCBOCHHBIX HICHTH()HUKATOPOB

COBOKYMHOCTh cojiepskaleiicss B 6a3zax JAaHHBIX MH(DOpMALIUU
u obecrieunBaronMx ee  00paboTKy  MH(OPMALMOHHBIX
TEXHOJIOTHH U TEXHUYECKUX CPEICTB

OTtaenpHbIE AJOKYMEHTBI M OT/IEIbHBIE MAacCHBBI JTOKYMEHTOB,
JOKYMEHTBl W MAacCHUBbl  JIOKyMEHTOB, COAepXaluecs
B MHPOPMAIIMOHHBIX  cHcTeMax (OuOimorekax, apXxuBax,
dbonmax, 6aHKax JaHHBIX, THPOPMAIIMOHHBIX CHCTEMaX JIPYTHX
BHJIOB)

[Ipomecchr, meroapl moucka, cOopa, XpaHeHHs, 0OpabOTKH,
MPEIOCTaBIICHUS, PACTIPOCTPAHCHHUS MH(GOPMAIIMK U CIOCOOBI
OCYIIIECTBIICHUS TAKMX MPOIECCOB U METO/IOB

Cenenus (cooOrenus, JTAHHBIC) HE3aBUCUMO
OT (OPMBI KX TIPE/ICTABICHUS
[MpoctpancTBO  (TEppUTOpHUsS, 3lIaHHWE, YacTh  3JaHUS),

B KOTOPOM MCKJIIOYEHO HEKOHTPOJIUPYEMOe MpeObIBaHUE JIHII,
HE HMEIONIUX IMIOCTOSIHHOTO WJIM  Pa3oBOro  JOIYCKa,
Y TIOCTOPOHHUX TPaHCIOPTHBIX CPEICTB

OO0s3aTenbHOE IS BBITIOTHEHUS JTUIIOM, MOTYYHBIIUM JOCTYII
K omnpeneneHHon wHdopmaluu, TpeOoBaHWE HE IMepeaaBaTh
Takylo HMHpOpMaIMIO TPETbUM JHIlAaM Oe3  coriacus
ee obnanaTens

HeticTBust (orepaiuu) ¢ MepCOHATBLHBIMU JaHHBIMH, BKJIFOYAst
cOop, cucTeMaTH3alMI0, HAKOIUIEHUE, XpPaHEHHE, YTOUYHEHHE



Omnepatop

HepCOHaJ'IBHBIC JaHHBIC

Yrposa 6e3omacHocTH
nHpopmaruu

Y 93BUMOCTD

IlenoctHOCTH

(oOHOBJICHHE, U3MEHEHHUE), UCTIOIB30BaHKE, PACITPOCTPAHEHNE
(B TOM wumcie mnepenady), oOe3NWUYMBaHUE, OJIOKUpPOBAHHE,
YHUYTOXKEHUE TEPCOHATBHBIX JTaHHBIX

TpaXIaHWH WJIA FOPUIMYECKOE JIMIO, OCYIIECTBIIIONINE
JEeSITeNFHOCTh MO IKCIUTyaTalli WH()OPMAIMOHHON CHCTEMBI,
B TOM 4YHClIe MO 00paboTke HWHQOpPMAIUU, COAepIKalIencs
B ee 0a3zax JaHHBIX

Jlrobas mHdopmanus, oTHOCAUIASCS K MPSMO WJIM KOCBEHHO
OIpEICIIEHHOMY WJIH ONpeNensieMoMy (GU3NIECKOMY JIUILY
COBOKYNHOCTh ~ YCIIOBUH M (PaKTOpOB,  CO3JAIOLINX
MOTEHIUATbHYIO W peaibHO CYILIECTBYIOILYIO
OIIaCHOCTb, CBS3aHHYI0O €  YyTeUukod  uH(popmanuu
W/WIIM HECAaHKIIMOHUPOBAHHBIMH H/VMJTM  HENpPEIHAMEPEHHBIMU
BO3IECHCTBUIMH Ha HEE

Henocrarok (cmabocth) MIPOrpaMMHOTI0
(IporpaMMHO-TEXHUYECKOT'0) CPeICTBA MM MH()OPMAITMOHHOMH
CUCTEMBbl B II€JIOM, KOTOpBI (KOTOpas) MOXKET OBITh
UCNOJIb30BaHa Uil pealM3alud  yrpo3  0e30macHOCTH
uHpOpMaITUU

VYceroitunBocth  WMHGOpMAMKM K HECAHKIMOHHUPOBAHHOMY
WIH CTy4aifHOMY BO3JICHCTBHUIO Ha Hee B Iporecce 00paboTKu
TEXHUYECKUMHU CPEACTBAMH, PE3YIbTaTOM KOTOPOT'O MOXKET
ObITh YHUUTOXKEHUE U UCKAXKEHHE HHPOpMAaLIUU



I'OCTP
IHonutuka

I'BAOY Ne 51

®dCB Poccun
DCTDOK Poccun

OBO3HAYEHUA U COKPAIIIEHUSA

Tl'ocynapcrBennsbiii crannapt Poccuiickoit denepanuu

[Nonmutuka wuHpoOpMannoHHOM O6e3omacHOCTH ['OCynapCTBEHHOIO
OIO/DKETHOTO  JIOUIKOJNIBHOTO ~ 00pa30BaTENbHOTO  YUPEIKICHHS
nerckuid cag Ne 51 xomnencupyromiero Buaa [Ipumopckoro paitona
Cankr-IlerepOypra

['ocynapctBeHHOE OIOJKETHOE  JIOMIKOJIBHOE  00Opa3oBaTEebHOE
yupexaenue Jnerckuii cax Ne 51 KoMIEHcHpYOLIEro Buia
[Tpumopckoro paiiona Cankt-Ilerepdypra

denepanpHas cnyxk6a 6e3onacHocTn Poccuniickoit deneparuun
®denepanpHas ClIyk0a 0 TEXHHYECKOMY U DKCIIOPTHOMY KOHTPOITIO



1 OBIIME ITOJIOKEHUSA

Hacrosmas [Tonutuka siBIsieTCsl JOKYMEHTOM, ONPEIESIONIUM HAPaBIEeHUs AeSITETbHOCTH
B oOmactu obOecrmeueHuss WHQPOPMAIIMOHHOW  O€30MACHOCTM W MPEJACTaBIsIeT  COOOMU
CUCTEMAaTU3UPOBAHHOE M3JIOKEHUE Lieel U 3a1a4 MH()OPMaMOHHON 0€30acHOCTH, KaK OJTHO WJIU
HECKOJIbKO MPaBUJI, MPOLEAYp, MPAKTUISCKUX MPHUEMOB U PYKOBOISIIMX MPUHIIUIIOB, KOTOPBIMH
pykosoactByercss ['B/IOY Ne 51, a takke opraHM3alMOHHBIX, TEXHOJIOTMUECKUX M TPOLEAYPHBIX
acmeKToB obecrieueHus1 HHOPMAITMOHHON 0€30MacHOCTH.

[Monoxxkenus  Hacrosimei  [lomuTuku  He  pacmpocTpaHsoTcs Ha  oOecliedeHHe
MH(POPMALIMOHHOM 0€30MaCHOCTH CBEACHUH, COCTABIIAIOIINX FOCYIapCTBEHHYIO TalHY.

OcHoBHOI 3aadeit B obOnactu mHpOpMarmonHo Oe3zomacHocTr ['BJIOY Ne 51 mpusnaer
COBEPIIIEHCTBOBAHME MEp M CpEACTB oOecredeHus 3aluThl HHpopManuu WHGOPMAIMOHHBIX
pecypcoB I'BJIOY Ne 51 B koHTEKCTE pa3BUTHUSI 3aKOHOAATENbCTBA Poccuiickoit deaepannu 1 HOpM
perynupoBanus HWHG)OPMALMOHHON NEATETbHOCTH B TEKYHIMX YCIOBUAX (PYHKIIMOHUPOBAHHS
WH(POPMAITTOHHOTO TIOJIS.

ITpu pazpabotke [10MMTUKK YyIUTHIBATUCH OCHOBHBIE MPUHIIUIIBI CO3JJAHUS CUCTEM 3allUThI
UHPOPMAIIMN,  XapaKTePUCTUKA W BO3MOXKHOCTH  OPTaHU3AIMOHHO-TEXHUYECKUX  MeEp
Y COBPEMEHHBIX MPOrpaMMHBIX U allllapaTHO-IPOrpaMMHBIX CPEJCTB 3alUThl UH(POpMALIUHU.

B pamkax cBoeil nestensHocTH I'B/IOY Ne 51 00si3yercs npeanpuHUMaTh BCE BO3MOXKHBIE
MepBI JJIS 3aIIUTHI UHPOPMALIUU OT Yrpo3 0e30macHoCTH HH(pOpMAaIiH.

TpeboBanus wHPOPMAIMOHHOM OE30MACHOCTH, COOTBETCTBYIOT IIEJISAM JEATEIHHOCTH
I'BAOY Ne 51 m mnpenHasHadeHbl [UIsl CHUKCHMS PUCKOB, CBS3aHHBIX C peald3allMed yrpos
6e30macHOCTH MH(POPMAITUH.

[Tomutuka gocrynHa Bcem padotaukaM ['B/IOY Ne 51 u BceM monb30oBaTensiM €ro pecypcoB.

2 IEJH U 3AJJAYYA OBECHEYEHUSA THO®OPMAIIMOHHON BE3ONMACHOCTH

Cy0bexkTbl HHPOPMALMOHHBINH OTHOICHHUH

CybObexramu ripu odecrieueHnr nHpopmarmonHoi 6e3onacuoctu B 'BJIOY Ne 51 sBusitores:

PabOTHUKHU CTPYKTYPHBIX MOpa3IeTICHH (B TOM YUCIe YBOJICHHbBIE);

rpaxaaHe, paboTarolue Mo J0roBOpaM IrpaK IaHCKO-TIPABOBOT'0 XapaKTepa;

(dbu3uYecKkue JWIa, MPEICTABUTETN KOHTPAreHTOB B paMKaxX MCIOJHEHHS TOTOBOPHBIX
00s13aTENbCTB;

¢dbusnueckue nuna, nogasmue oopamenue B aapec ' bJIOY Ne 51;

IOPUMYCCKUE JIUIA, B PAMKaX HCIIOJIHEHHUS JOTOBOPHBIX O0S3aTENICTB MM BO WUCIIOTHCHHH
TpeOOBaHMIT CO CTOPOHBI 3aKOHOAaTeNbcTBa Poccuiickoit deneparuu;

Opraibl FrOCyJapCTBEHHOU BJIACTHU.

O0bexTbl THPOPMALMOHHBIX OTHOIIEHHUH

O6bexkTaMu UH(GOPMAITMOHHBIX OTHOLICHHH SIBIISIOTCS:

uHpopmauuonnsie pecypcsl ['BJIOY Ne 51;

roCy/lapCTBCHHBIE ~ HH(POpPMAIIMOHHBIE  cUCTeMbl  OmepaTtopoM  KOTOPBIX  SIBJSIETCS
I'BAOY Ne 51;

mporecchl  00pabotku uHbopManuu B uHpopManuoHHBIX cuctemax ['BJOY Ne 51,
UH(POPMAIIMOHHBIE TEXHOJOTMH, pErjaMeHThl M Mpolenypbl cOopa, oO0paOOTKH, XpaHEHHS
U niepeaaur nHopmanuu;

uHpopManmoHHass HUH(PPACTPYKTypa, BKIIOYAIOIIAS CUCTEMBI 00pabOTKH, XpaHEHUS
Y aHanM3a nH(popManuu, TporpaMMHBIC U TPOrPAMMHO-AMIIAPATHBIE CPEJICTBA, B TOM YHCIIE KaHATBI
CBSI3U U TEJICKOMMYHHKAIINH;

CHCTEMBI U CPEJICTBA 3alUThl HH(OPMAIIUU, OOBEKTH U TOMEUICHHS, B KOTOPBIX Pa3MeIIeHBI
cpezacTBa 00paboTKU MHPOPMALUH.

enau obecneyenust UHGPpOPMANIHOHHOI 0€30MACHOCTH

OcHoBHOI 1enbro obecrieueHust nHpopmarmonHoi OezomacHoctd ['BJIOY Ne 51 saBustorcst
NEVCTBHSI HANpPaBlIEHbl Ha JOCTHIKCHHE 3allUThl CYOBEKTOB WH(GOPMAIMOHHBIX OTHOIIEHUH OT
BO3MOXKHOTO HAHECEHMs] UM MaTepUaIbHOro, (HU3WYECKOro, MOPAIBLHOr0 WA HWHOTO yiiepoa,
MOCPE/JICTBOM  CIIy4alHOTO WM TNpPEAHAMEPEHHOro  BO3JEHCTBUS  Ha  MH()OpMaluio,



B TOM YHCJIE:

obecrieueHus OTKa30yCTOWYUBOTO (yHKIIMOHMPOBAHUS IIPOrPaMMHBIX
u anmnapaTtHo-niporpaMMHubIX cpeactB ['BIOY Ne 51 u npenocraBisieMbIX CEpBUCOB;

COONIIO/IEHNs TPaBOBOI'0 PEKKMMa HCIONB30BAaHUS MAacCHBOB M CpPEACTB 00pabOTKH
uHpopmaruu;

NPEJOTBPALICHUS peaTn3aluyd Yrpo3 0e30macHOCTH HH(OpMAMKU TpPU  OCYHIECTBICHUU
nesrenbHocTH ['BIOY Ne 51.

3anaum odecnieyennst HHGOPMAITMOHHOM 0€30MACHOCTH

JlocTmxenue 1esnei odecriedeHrss HHPOPMALMOHHON 0€30MacHOCTH U CBOWCTB MH(OpMAIIHH,
I'BIOY Ne 51 pemraercs cienyrommuMu 3aa4aMu ;

3aIUTHl OT HECAaHKIIMOHUPOBAHHOTO JOCTYMAa K MHPOPMAIIMOHHBIM pPeCypcam;

pasrpaHMuYeHHS JOCTYIIa MMOJIb30BaTeNel K MH()OPMAIMOHHBIM, alllapaTHBIM, MIPOrPAMMHBIM
Y WHBIM pecypcam;

perucTpalii ¥ MEpPUOJUYECKOro KOHTpOJNsA JEHCTBHI monib3oBaTenedl mnpu oOpaboTke
3anMIaeMoi HHGopMaIK U IEPUOJMUECKII KOHTPOJIb KOPPEKTHOCTH UX ACHCTBHIH;

KOHTpPOJISI LIEJIOCTHOCTH CpEIbl MCIOJHEHHsS NPOrpaMM M €€ BOCCTAHOBJIEHHE B Cllydae
HapylLIeHUs,

obecrieueHusi ayTeHTU(UKAUM W HMJICHTHU()UKALUK  TONB30BATENeH, yJ4aCTBYIOIIUX
B HH(GOPMAITUOHHOM OOMEHE;

obecrieueHus HCIIPAaBHOCTH MIPUMEHSEMbIX B MH(OPMAITMOHHBIX cucreMax
I'BAOY Ne 51 cpenct 3amuThl HHPOPMAIIHH;

CBOEBPEMEHHOT'0 BBISBJIIEHHE HCTOYHUKOB yrpo3 Oe3omacHOCTH HHGOpMaLUU, MOPUYKH
U YCIOBMM, CIOCOOCTBYIOIIMX  HAaHECEHUIO  yiiepda  3auHTEPECOBAHHBIM  CYOBEKTam
MH(POPMALMOHHBIX OTHOIICHUH;

CO3/1aHUEM CIy:KObl MOHMTOPHHIA M pearupoBaHUsl Ha Yrpo3bl 0€30MacHOCTH HH(OpMaLUU
Y HEraTUBHBIE TIOCIIEACTBUS;

CO3JITaHMEM YCIIOBHM JUIi MUHUMH3AIMH HAHOCUMOT'O yliep0a HelpaBOMEPHBIMU JCHCTBUSAMH,
U yCTpaHEHHE MOCIEeACTBUI HapyeHus: nHpopMamonHoi 6ezonacHocty B 'BJIOY Ne 51.

Pemenue Boienepeurcinennbix 3a1a4 B 'bIOY Ne 51 ocyiiecTBisieTcss HOCPEACTBOM

ydyeTa BceX MOJUIeKAIUX 3alIUTe HHPOPMAITMOHHBIX PECYPCOB;

KYpPHAJIMPOBAHUSI IEUCTBUI MEPCOHANA, OCYIIECTBISAIOUIEr0 00CIyKUBaHNE U MOIU(DUKALIHIO
IPOrpaMMHBIX U MPOTrPAMMHO-AMMapaTHBIX CPEACTB HHPOPMALIMOHHBIX CUCTEM;

periaMeHTanuu npoueccoB oopaborku uHpopmanuu, neiicteuit padoraukos I'BIOY Ne 51,
OCYILIECTBISIOUINX SKCITyaTallMI0 MPOrpaMMHBIX M MPOrpaMMHO-aNNapaTHBIX CPEJCTB, HA OCHOBE
YTBEPKACHHBIX OPraHU3aI[MOHHO-PACIOPSAIUTENbHBIX JOKYMEHTOB I10 3alIUTe HH(OpMaLUu;

Ha3HAYEHUS U MOJATrOTOBKOM pabOTHUKOB, OTBETCTBEHHBIX 32 OPraHMU3alMI0 U OCYIIECTBICHHUE
MepOonpuUsITHii 1o obecnieuennto nHpopmanronHou 6e3omnacHoctu B 'BJIOY Ne 51;

HaZeNeHUs! KaXJ0oro padOTHHKAa MHUHUMAIbHO HEOOXOIMMBIMHM TpaBaMu TIpu padboTe
B MH(OPMALIMOHHOW HHPPACTPYKTYPE COINIACHO UX JOJKHOCTHBIM O0SI3aHHOCTSIM;

COOJTIOZICHNS BCeMU paOOTHHUKAMU, SKCIUTYaTUPYIOUTUMH U OOCITYKUBAIOIIMMHU TPOTrPaMMHBIE
U IporpaMMHO-almnapaTHble  CPEACTBA, TpPeOOBaHUN  OPraHU3ALOHHO-PACHIOPSIUTEIBHBIX
JOKYMEHTOB I10 BOIpocaM o0ecreyeHus nHPOpMaLMOHHONW 0€3011aCHOCTH;

MEPCOHAIBHON OTBETCTBEHHOCTBIO KaXK/J0ro pabOTHUKA 3a CBOM JEHCTBUS, Y4aCTBYIOIIETO
B paMKax CBOMX (DYHKIIMOHAJIBHBIX OOS3aHHOCTEW B MpPOIECCaxX aBTOMATH3WPOBAHHON 00pabOTKU
MH(GOPMALIMU ¥ UMEIOIIET0 JAOCTYII K pecypcaM MH()OPMAITMOHHBIX CUCTEM;

peanu3anyell TEXHOJOTHYECKUX IPOILECCOB 00paboTKu WHQPOPMALUU C HCIIOIB30BaHUEM
KOMIUIEKCOB ~ OPTraHU3allMOHHO-TEXHUYECKUX MEp 3allUThl MPOrpaMMHOro  oOecreueHus,
IIPOrPaMMHO-aIlIIapaTHBIX CPENICTB;

MPUHSATHS MEp 110 00ecriedeHNI0 (PU3NUECKOM LIEeTOCTHOCTH MPOrpaMMHO-aNIapaTHIX CPEICTB
UH(GOPMAIIMOHHBIX CUCTEM U MOAJEP>KaHUEM HEOOXOAUMOr0 YPOBHS 3alIUIIIEHHOCTH KOMIIOHEHTOB;

UCTIOJNBb30BAaHUSI POTPAMMHBIX M MPOrPaMMHO-AIMNAPATHBIX CPEACTB 3alUThl MH(POpPMALUU
obpabareiBaeMoM B 'BZIOY Ne 51 u aqMUHHCTPAaTUBHOM MOAIEPKKON UX MCIIONB30BAHMUS,

KOHTpOJIA ~ COONIOJICHUS]  TOJb30BaTeNsIMU  HMH(DOPMALIMOHHBIX  CHUCTeM  TpeOoBaHUI



1o o0ecneyeHn o HHPOPMaMOHHOM 0€30MacHOCTH;

IpoBe/ieHUs aHan3a 3(P(PEKTUBHOCTH MPUHATHIX MEpP 3alUThl HHPOPMAIUHN U MPUMEHSAEMBIX
cpexacts 3amuThl nHGopMmanuu B I'BJIOY Ne 51;

pa3paboOTKM ¥ peau3aliiil  IPEUIOKEHUH 110 COBEPIICHCTBOBAHUIO CHCTEM 3allUTHI
uHpopmaruu B 'B/I0OY Ne 51.

3 TNPUHIMUIIBI OBECIIEYEHUSA WH®OPMAIIMOHHOMN BE3OITACHOCTHA

OGecnieuenrne MHGOPMAIIMOHHONW 0€30MaCHOCTH, JOHKHO OCYIIECTBISITHCS B COOTBETCTBUH
CO CJIEIYIOIIMMH OCHOBHBIMH IPUHLUIIAMHU:

IIpyuHUUI 32aKOHHOCTH

[Ipu BBIOOpE MepoOnpUATUN O 3alIUTEe UHPOPMALUH, JOKHO COOMIOIAThCs JAeCTBYIOIIEe
3akoHOJaTenbcTBO Poccuiickoit denepannu B chepe 3amuThl HHPOPMALUH.

Bce paboTHMKM OKHBI UMETHh INPEJCTaBlIeHHEe 00 OTBETCTBEHHOCTH 3a MPaBOHAPYIICHUS
B cepe 3ammTsl nHGopmanuu. [IporpammHo-annapaTHeie cpeacTBa, npuMensemsle B I'BJJOY Ne
51, NOMKHBI UMETh COOTBETCTBYIOIINE JIMLEH3UH, OPULIMAIBHO IPUOOpETaThCs y MpeICTaBUTENEH
Pa3pabOTUYHKOB 3TUX CPEJCTB UIIH ABISATHCS HHTEIUIEKTyalbHOM coocTBeHHOCThIO [ BJJOY Ne 51.

IIpuHuMn cucreMHOCTH

IIpu co3naHuM cUCTEMBI 3aILUThI JOIKHBI YUUTHIBATHCS aKTyallbHbIE YTpO3bl 0€30MacHOCTH
nH(pOpPMalLlMU, BO3MOXKHbIE OOBEKTHl M HAIPaBICHUS aTaK Ha HEE CO CTOPOHbBI HapyLIUTEJEH.
CucTema 3aliThl JOIDKHA CTPOUTHCS C YYETOM HE TOJIBKO H3BECTHBIX KAHAIOB YTEUKH HH(pOpMaIiH,
HO U C yY4€TOM BO3MOXXHOCTH MOSBJICHHSI HOBBIX YSI3BUMOCTEH B IPOrpaMMHOM 00€CIICUEHUH.

IMpuHIMI KOMIIEKCHOCTH

KomrmexkcHoe ucnonb30BaHUe CPEACTB 3alUTHl WH(OpMAIK MPEanonaraeT CorlacoOBaHHOE
IIPUMEHEHHE TIPU IIOCTPOCHUH LIEIIOCTHOM CUCTEMBI 3alIUTHI, IEPEKPBIBAIOIIEH BCE CYIICCTBCHHBIE
yrpo3bl 0e30macHOCTH HMH(pOpMaluu. 3aluTa JIOMKHA CTPOMTHCS SlIeToHHMpoBaHO. Pusnyeckas
3alUTa J0JDKHA 00eCTieunBaThCs (PU3NYECKUMHU CPEICTBAMU M OpPTraHU3aIlMOHHBIMUA MEPaMHU.

[Ipu nocTpoeHuu, BHEPEHNN U SKCIUTyaTallkd CUCTEMBI 3alIUThl HH(POPMAIIMN PYKOBOICTBO
I'BAOY Ne 51 obGecreunBaeTr ycioBusi ais 3¢GGEeKTUBHOW KOOpJAMHAIMK JIEHCTBUN BCEX IIHIL,
00eCTeunBaIUX HHPOPMAIIMOHHYIO 0€301aCHOCTb.

IIpuHIUI CBOEBPEMEHHOCTH

Pa3zpa0OoTka cucTeMbl 3alIUThl MHPOPMALMU JOHKHA BECTUCH MapalIeNbHO ¢ pa3paboTKOM
U MHPOPMAIMOHHOW  CHCTEMBL. OTO TIO3BOJHMT  ydecTb TpeOoBaHUS  0€30mMacHOCTH
IpU [POEKTUPOBAHUU AaPXUTEKTYphl M, B KOHEYHOM cueTe, co3Jarh Oonee 3¢ (eKTuBHbIE
MH(POPMAILIMOHHBIE CUCTEMBI, 00J1aAa0I1e TOCTATOYHBIM YPOBHEM 3aLUILIEHHOCTH.

IIpuHIUI NPpeeMCTBEHHOCTH

[TocTosiHHOE COBEPIIEHCTBOBAaHWE MEpP M CPEACTB 3alluThl HH(pOpMAMM Ha OCHOBE
IIPEEMCTBEHHOCTH OpPraHM3alMOHHBIX M TEXHUYECKMX pEIIEHUH, KaIpOBOrO0 COCTaBa, aHAJIN3a
(yHKIMOHUPOBAHUS MH(POPMAIIMOHHBIX CHCTEM M CHUCTEMBI €€ 3alIUThl C Y4eTOM H3MEHEHUH
B METOJAaX M CpEACTBaX IepexBaTa HWH(POPMAIMK, HOPMATUBHBIX TPEOOBAaHWHA MO 3amIuTe
nH(pOpMaIuu.

IpuHIUN 10CTATOYHOCTH

CooTBeTcTBHE YPOBHA 3aTpaT Ha odecrieueHne nH(GOPMAIIMOHHON 0€30MacCHOCTH M IIEHHOCTH
MH(pOPMALMOHHBIX PECYPCOB Ha BEJIMYMHY BO3MOKHOTO ylep0a OT UX pa3IalleHus, YHUUTOXKEHUs
U HUCKaxeHus. lMcnosabp3yeMble MEpbl M CpEeACTBA 3aIUUThl MH(OpMAIMM HE JOJDKHBI YXYILIaTh
HProHOMHUYECKHE TTOKA3aTeI KOMIIOHEHTOB HH(POPMAITHOHHBIX CUCTEM.

IIpuHUMI OTBETCTBEHHOCTH

Bo3snoxxeHue 0TBETCTBEHHOCTH 3a o0ecreyeHrne 6€30macHoCTH HHpopMaluu u ee 00padoTku
Ha KaXJI0ro paOOTHMKA B IIpelenax €ro IOJHOMOYMH. B COOTBETCTBMM C 3TUM NPUHIUIIOM
pacrmpesieneHie npaB U O0sS3aHHOCTEH PAOOTHHUKOB CTPOMTCS TaKMM 0Opa3oM, 4TOOBI B Cirydae
1r000r0 HapylIeHUs Obl1 U3BECTEH HAPYIIUTENb.

IpuHUN 000CHOBAHHOCTH M TEXHHUYECKOI peajn3yeMoCTH

WNHudopmarimoHHble TEXHOIOTHH, TPOrpaMMHBIE U ITPOrPaMMHO-aNNapaTHbIE CPEJCTBA, MEPbI
3alUThl MHGOPMALUU JIOJKHBI OBITh PEaTM30BaHbI 110 COBPEMEHHBIM DPELICHUSM, OOOCHOBAHBI



C TOYKHU 3pEHHS JOCTMXKEHUS 3a/1aHHOTO YPOBHS 3aIUIIEHHOCTH MH(POPMAIMK U 3KOHOMHYECKON
11e71ecO00pa3HOCTH, a TakKe COOTBETCTBOBAaTh YCTAHOBICHHBIM HOpMaM M TpeOOBaHUSIM
1o 6e30MacHOCTH WH(POPMALIUH.

Ipunuun npogeccuonaanzma

Peanuzamust Mep 3ammThl MHQOpPMAMM M HKCIUTyaTalusl CPEICTB 3allUThl WH(GOpMaIUu
JIOJKHA OCYIIECTBIIATHCS TPO(HEeCCHOHATEHBIME CIICIIHATHCTAMHU.

[IpuBneueHue cienMaIM3UPOBAHHBIX OpraHU3AINi K pa3paboTKe CPEeICTB U pealn3aluu Mep
3aIuUThl UHPOPMALMK, MOATOTOBJICHHBIX K KOHKPETHOMY BHAY ACSITEIBHOCTU MO 00ECIeYeHHIO
0e30macHOCTH HH(GOPMAIMOHHBIX PECYPCOB, UMEIOIUX OMBIT MPAKTUUECKOU pabOThl M TUIIEH3UU HA
MIPaBO OKa3aHUs YCIYT B 3TOH 00IacTH.

IIpyuHUMN MUHUMM3AIUU IPUBUJIET U M0JIb30BaTe el

ObecrieyeHre OIB30BATENCH MPUBHICTUSIMI MUHUMAIILHO JOCTATOYHBIMH JJIsi BBITIOHEHUS
HMH CBOUX JOJDKHOCTHBIX o0si3anHOCTEH B 'BJIOY Ne 51.

4  OCHOBHBIE TPEBOBAHMS 11O 3BAINMTE UH®OPMALINU
OT'PAHUYEHHOI'O JOCTYIIA

Cucrema 3amuThl MHGOpPMAIMU JOJDKHA NPEIyCMAaTpUBaTh KOMIUIEKC OPraHM3allMOHHBIX,
IIPOrpaMMHBIX U MPOrPaMMHO-AMIMAPATHBIX CPEACTB U Mep IO 3amuTe MHpOpMalUU B Ipolecce
ee 00paboTKH.

Brimonnenune TpeOoBaHUN AOCTUTAETCS 3a CUET peanu3alii Ha 00beKTax MH(opMaTH3anuu
Mep TI0 3aIuTe HHPOPMAIIUH:

UACHTUDUKAIMY U ayTeHTU(UKALIMHY CYyObEKTOB J0CTYNA U OOBbEKTOB J10CTYIIA;

YIIPaBIICHHUIO TOCTYIIOM CYOBEKTOB JIOCTYIA K 00BbEKTaM JI0CTYIIA;

OTrpaHUYEHUIO ITPOrPAMMHON CpEJIbl;

3aIUTE MAIIMHHBIX HOCUTEINIEH IIEPCOHANIBHBIX JaHHbIX;

perucrpanuu coObITHI OE30IMaCHOCTH;

AHTUBHUPYCHOU 3aILNTE;

O0HapyXEHUIO BTOPKEHUH;

KOHTPOJIO (QaHAJM3Y) 3aIMIIEHHOCTH NePCOHAIBHBIX IaHHBIX;

00ecIeYeHu o0 1IeTOCTHOCTH HH(POPMAITMOHHON CHCTEMBI M ITEPCOHATIBHBIX JaHHBIX;

00ecIe4eHuI0 JOCTYITHOCTH NEPCOHATIBbHBIX JaHHbIX;

3alUTBI CPEbl BUPTYaIU3alluu;

3aIUThl TEXHUYECKUX CPEJNICTB;

3alUThl HH(OPMALIMOHHON CUCTEMBI, €€ CPEJICTB, CUCTEM CBS3U U Mepe/laul JAHHBIX;

BBISIBJICHUIO UHIIMJIEHTOB U PEarupoBaHUE Ha HUX;

yIIpaBJICHUIO KOH(PUTypareid HHPOpMaImOHHON CUCTEMBI M CHCTEMBI 3aIUTHI TEPCOHATTBHBIX
JAHHBIX.

I'BAOY Ne 51, xak obnanatens nH(GOpMAIMKM OIPAaHUYEHHOT'O JIOCTYTIA, IPH OCYILECTBICHUH
CBOMX ITpaB 00sI3aHO:

co0JII0/1aTh IIPaBa U 3aKOHHBIE HHTEPECH! MHBIX JIUIL;

IPUHUMATh HEOOXOIUMBbIE MEPHI IO 3alUTE UHPOPMALIUU;

OTpaHMYMBATH JOCTYl K HH(pOpManuu, eciau Takas OOS3aHHOCTh YCTaHOBJICHA
3aKOHOJATeILCTBOM Poccuiickoi denepanni.

B Tom umcne I'BJIOY Ne 51, BmpaBe ecinu MHOE HE NPEAYCMOTPEHO 3aKOHOAATEIIHCTBOM
Poccutickoi ®@enepanuu:

paspelaTh WiIK OrPaHUYUBATh JOCTYN K UH(POPMAILIMH, ONIPENENISITh OPSA0K U YCIOBHS TAKOTO
JIOCTYTIA;

UCIOJIb30BaTh HH(OPMAIIHIO, B TOM YHCIIE PACIIPOCTPAHSATH €€, 10 CBOEMY YCMOTPEHHUIO;

nepenaBaTh MH(OpPMaLMIO JPYTMM JIMIIAM HAa YCTAHOBJIEHHOM 3aKOHOJATEJIbCTBOM
Poccuiickoii ®enepaiiyii OCHOBaHUU;

3alUIIaTh YCTaHOBJICHHBIMH 3aKOHOJATeNLCTBOM Poccuiickoii denepainuu crocodamu CBOU
IIpaBa B CJIy4ae HE3aKOHHOTr0 NOJyuyeHUs HH(POpMAIIUU UM €€ HE3aKOHHOT'0 UCIIOIb30BaHUS MHBIMU
JMLAMY;



OCYLIECTBIIATh MHBbIE JEHCTBUA ¢ HMH(OpMalMed WIM pa3pelarb OCYILECTBICHHE TaKUX
NEeWCTBUM, ecau 53TH JeWCTBUS HE NpOTHBOpedarT (eaepalbHBIM 3aKOHAM U JPYTUM
HOPMaTUBHO-NIPABOBbIM akTaM Pocculickoit denepanui.

3amura UHGOpPMALMM  OTPAHUYEHHOrO  JIOCTyNla HpPEJACTaBiseT Cco0OM  NpuHATHE
OpraHU3alIOHHBIX U TEXHUUYECKUX Mep, HallPABJICHHBIX Ha!

coOro/ieHne KOHPUACHIIMATHHOCTH HHpOpManuu (UCKIIOUYEHHE HETPAaBOMEPHOTO JOCTYIIA,
KOIIMPOBaHUs, IPEJOCTABICHUS WK PACIIPOCTPAHEHUS UH(OpMAIIH);

obecrieyeHue 1eJI0CTHOCTH UH(popMaluy (MCKITIOUEHHE HEePaBOMEPHOTO YHUYTO)KEHUS
WM MOJIU(PUIIMPOBAHUS HH(DOpMAITIH);

pean3aIuio mpaBa Ha JOCTYI K HHPOpMaIuH (MUCKII0YEHUE HETTPAaBOMEPHOTO OJIOKMPOBAHUS
nH(pOpMAITUN).

CpencrBa 3amuThl MHGOpMAIMK BHEAPSIIOTCA 1O PE3yJbTaTaM MPOBEICHUS OLCHKH PUCKOB
MH(POPMALMOHHOM 0€30MaCHOCTH.

Opranuzanus 3amuThbl UHGOpMAUH

ITpu opranuzanuu B 'BJIOY Ne 51 3auuts! nH(OpMaIiu, JOIKHBI BBIIOTHATHCS TPEOOBaHUS
®enepanbHoro 3akoHa ot 27.07.2006 Ne 149-03 «OO6 wuHbopmanuu, WHPOPMALMOHHBIX
TEXHOJOTMSX W O 3amuTe HH(OpMAalUM», KOTOpbIE PETYIMPYIOT OTHOIIEHUS, CBSI3aHHbIE
C YCTaHOBJICHHEM, U3MEHEHHUEM U MPEKPALICHUEM pekuMa 00pabOoTKH 3aluiaeMoil HH(opMaLuu.
B Tom umcne tpeboBaHus 0 3amuTe WH(OPMAIMH, HE COCTABISIONICH TOCYIapCTBEHHYIO TaiHY,
coJiepKalleiics B TOCYJapCTBEHHBIX HH()OPMAIMOHHBIX CHCTEMax YTBEP)KICHHBIE IPHUKA30M
OCTIK Poccun ot 11.02.2013 Ne 17 «OO0 yrBepkaeHUU TpeOoBaHUN O 3amuTe HH(MOpMALUH,
HE  COCTaBJIIOIIEH  TIOCYAApCTBEHHYIO  TaliHy, coJepXkallelcs B  TIOCYAapCTBEHHBIX
MH(OPMAIIMOHHBIX CUCTEMAX» Uil TOCYJapCTBEHHBIX HH(OPMAIMOHHBIX CHCTEM IO KOTOPHIM
I'BJAOY Ne 51 aBnserca OnepaTropom.

B I'BIOY Ne 51 momuMo peanu3aiii OCHOBHBIX MEp 3alUThl HH(OPMALIUU OCYIIECTBISIETCS:

peryiasipHas  OIICHKAa W  VyIpPaBJIGHHE pUCKaMU  HWH(OpPMAIMOHHOW  0€30MacHOCTH
B COOTBETCTBHMHM C YCTAHOBJIEHHBIMH MPOLIEYPAMHU B 00JIACTH yIIPaBICHUS PUCKAMU;

nH(POPMHUPOBAHUE, o0y4eHue u MOBBILIEHHE KBaJTH(PHUKAIUN pabOTHUKOB
I'BAOY Ne 51 B cdepe nHbOpMaAIIMOHHON 0€3011aCHOCTH;

METOoAMYEeCKass MOMOIIb pabOTHHKaM B BOIpocax oOecnedeHus HHPOPMALMOHHON
0C30I1aCHOCTH;

aHaJIM3 ¥ IOMCK BO3MOYKHOCTEH MO TOBHIIIEHUIO YPOBHS 3alIMIEHHOCTH WH(OPMALINH.

Jnst opranmzarnuu 3amuthl uHGopMmaruu, ['BJIOY Ne 51 BmpaBe mpuMEHSTH CpeACTBa U
METOJIbl TEXHUYECKOW 3aIIMTHI, IPEIAIPUHUMATD APYTUe, HE NPOTUBOpPEUAINE 3aKOHOIATEIBCTBY
Poccuiickoit denepannu, Mepsbl.

B pamkax oOecriedeHus 3aluThl HHGOPMAIMK, B paMKax TPYIOBbIX OTHOIIEHUI HEOOX0IUMO
03HAKOMHTb IOJ] POCIIHCH PAaOOTHUKOB, JOCTYI KOTOPBIX K MH(POPMAIIUU OrPAaHUYEHHOIO JIOCTYIIA,
HEOOXOJIUM JUIS BHITTOJIHEHUS] UMH CBOHMX JIOJDKHOCTHBIX OOsI3aHHOCTEH, ¢ ImepeyHeM MH(pOopMaluu
orpaHuyeHHoro gocrymna, u npuasITeiMi B I'BJIOY Ne 51 mepamu 3amutsl nHGOpMauu.

Oco0eHHOCTH 3aIUTHI EPCOHATBbHBIX JAHHBIX

IIpu opranmzanuu o6pabotku B I'BJIOY Ne 51 mnepcoHanbHBIX JaHHBIX HEOOXOAUMO
pYKOBOICTBOBaThCSl TpeOoBanmsamu DenepanbHoro 3akona ot 27.07.2006 Ne 152-®3
«O nepcoHaNbHBIX JTaHHBIX).

[lepeuens Mep, BbImonHEeHUEe KOTOpbIx obecnieunBaer I'BJIOY Ne 51 B xauectBe omepaTopa
MIEPCOHANIbHBIX JaHHBIX, TOJIKEH BKJIIOYATh:

HazHaueHne B ['BJIOY No 51 oTBETCTBEHHOro 3a OpraHu3aIio 0OpabOTKH MEPCOHATBHBIX
JTAHHBIX;

pa3paboTKy JOKYMEHTOB, OIPENEISIONINX MPaBUIa B OTHOIIEHIH 00pa0OTKH MEePCOHATBHBIX
naHHbIX B 'BJIOY Ne 51, nokanbHBIX aKTOB 1O BOIIpocaM 00pabOTKH MEePCOHAIBHBIX JaHHBIX

NPUMEHEHHE OpPraHU3alMOHHBIX M TEXHUYECKUX Mep Mo obecneueHuro 0e30ImacHOCTH
MEPCOHANBHBIX JAaHHBIX B COOTBETCTBUHM cO cTatbedd 19 DexmepanmbHOoro 3axona or 27.07.2006
Ne 152-®3 «O nepcoHanbHbBIX TaHHBIXY;



BBINIOJIHEHHE TPEOOBAHUH 10 COCTaBY M COJEPKAHUIO OpPraHU3aMOHHBIX U TEXHUYECKUX MEp
1o o0ecreueHn0 6e30MacHOCTH MEPCOHANBHBIX TAaHHBIX MPU UX 00paboTke B MH(MOPMAIIMOHHBIX
cHcTeMax MepCOHANBbHBIX JaHHbBIX yTBepkAEHHBIX [Ipukazom @CTIK Poccun ot 18.02.2013 Ne 21
«O0 yTBEp)KICHHH COCTaBa M COJICPKAaHMS OPTaHNU3aIMOHHBIX U TEXHHUECKUX MEP 110 00EeCIIEUCHUTO
0€30MMacHOCTH TMEPCOHAIBHBIX TaHHBIX MNP HX 00paboTke B WHGOPMAIMOHHBIX CHCTEMax
MePCOHATBHBIX JaHHBIX);

OLICHKY Bpeda, KOTOPBIH MOXKET OBITh NPHYMHEH CyOBEKTaM IMEPCOHAIBHBIX JaAHHBIX
B ciydae HapymeHus DenepanbHoro 3akoHa Ne 152-d3, cooTHolleHHE YKa3aHHOT'O Bpeaa
Y MPUHUMAEMBIX OMEpaTOPOM Mep, HApaBIEHHBIX HA OOECIeYeHHe BHIMOTHEHHS OOS3aHHOCTEM,
npexycMoTpeHHbIX DenepanbHbiM 3akoHOM Ne 152-D3;

o3HakomiieHue pabotHukoB I'BJIOY Ne 51, HemocpeacTBEHHO OCYMIECTBISIIONTUX 00pabOTKyY
IIEPCOHAJIBHBIX ~ JAaHHBIX, C [OJOXKEHUAMHM 3aKoHojarenbcTBa Poccuiickon  Penepauuu
O TICPCOHATBHBIX JAHHBIX, B TOM YHUCJIC TPEOOBAHWSIMH K 3allWTE TICPCOHATBHBIX JTaHHBIX,
JTOKyMEeHTaMu, onpenensommumu  tpedoBanuss [BJIOY Ne 51 B orHomenuu o0pabOTKH
MePCOHANIBHBIX JaHHBIX U 00Y4YeHHE, TPU HEOOXOJUMOCTH, YKa3aHHBIX PAOOTHHUKOB.

O6ecnieuenrie 0€30MACHOCTY MTEPCOHABHBIX JIAHHBIX JIOCTUTAETCSI, B YaCTHOCTH

OlpesesieHueM  yrpo3 W HapymuTelned  0€30HaCHOCTH  MEPCOHANbHBIX  JAHHBIX
pHu X 00paboTke B MHPOPMAIIMOHHBIX CUCTEMaX MEePCOHATBHBIX TaHHBIX;

ONpEeNeTICHUEM  YPOBHS  3alUINIEHHOCTH TIEPCOHANBHBIX JaHHBIX B  COOTBETCTBUU
¢ TpedoBanusimMu [locranoBnenus [IpaButenscrBa Poccuiickoit @enepannu ot 01.11.2012 Ne 1119
«O06 yTBepkIeHHMH TpeOOBaHWI K 3alllUTe TMEPCOHAIBHBIX JaHHBIX MpPU UX 00paboTke
B MH(OPMAIMOHHBIX CUCTEMAX MEPCOHATBHBIX TAHHBIX»;

MPUMEHCHHEM TIPOIIC/IINX B YCTAHOBJICHHOM ITOPSJAKE MPOIEAYPY OIEHKA COOTBETCTBHS
CPEICTB 3aIIUTHI HH(OPMAIUK;

olleHKOH 3(()EeKTUBHOCTH MPUHUMAEMBIX MEp IO 3alIUTe MEePCOHATBHBIX JAHHBIX JO BBOJIA
B AKCILTyaTaIiio HHPOPMAITMOHHON CHCTEMBI IIePCOHABHBIX JaHHBIX;

BOCCTAHOBJICHHEM IE€PCOHATIBHBIX JAAHHBIX, BCIEJACTBUE MOTYUYCHHS] HECAHKIIMOHUPOBAHHOTO
JOCTYTIa K HUM;

YCTaHOBJICHMEM TPaBWJI  JOCTyMa K TMEPCOHAJIBHBIM  JIAaHHBIM, 00pabaTbIBacMbIM
B HMH(QOPMALIMOHHBIX CHUCTEMaxX IEPCOHANbHBIX JAaHHBIX, a TaKXKe O0EeCIeYeHUEM pPETUCTpaluu
Y y4deTa BCEX JCHCTBHIA, COBEpIIAEMbIX C MEPCOHATHHBIMU JAHHBIMU B MH()OPMAIIMOHHBIX CHUCTEMAX
MIePCOHATBHBIX JaHHBIX;

KOHTPOJIEM 3a MPUHUMAEMBbIMU MEPaMH T10 3alUTEe NEPCOHATBHBIX JAHHBIX U OMPEIEICHHOI0
YPOBHS 3aIIUIIEHHOCTH HH(POPMAIIMOHHBIX CHCTEMax MEpPCOHANBHBIX MJAaHHBIX B TIpoIecce
€e IKCIUTyaTaluy.

5 OCHOBHBIE TPEBOBAHMUSA K ITIPOHECCAM OBECIIEYEHUSA
UH®OPMAIIMOHHOM BE3OIIACHOCTHA

Metonudeckoe pyKOBOJICTBO, pa3padOTKy pelieHuil 1o 3amure nH(OopMaIuy, CoriacoBaHue
BBIOOpA CPEJCTB BBHIYMCIUTENIBHON TEXHHMKH, MPOrPAMMHBIX M MPOrpaMMHO-aNNapaTHBIX CPEICTB
3amuUThl MH(OpMAIUK, OPraHU3alUI0 PadOT MO BHISBICHUIO BO3ZMOXKHOCTEH M MPELyNPEKICHUIO
YT€YKH W CBOMCTB 3alMIIaeMoil HH(OpMalLMU, aTTECTAlMI0 OOBEKTOB HH(pOpMaATH3aLUU
OCYILECTBIISIFOT KOMIIETEHTHBIE CTPYKTYpHBIe toapazaeneHus ['BJIOY Ne 51.

dusnyeckas 6€30MACHOCTD

[IpuHATHIE OpraHn3allMOHHBIE U TEXHUYECKHE Mephl 1o 3amure nomemenuid ['BJIOY Ne 51,
CEepBEpPHOr0 M KOMMYTAlMOHHOTO OOOpYAOBaHUs, aBTOMAaTH3UPOBAHHBIX pabO4YUX MECT
nosib3oBaTeneit nHpopmarmoHHbx cucteM ['BJIOY Ne 51 obecrieunBarOT peanu3alyio CIeIyoIux
Mep 110!

pasrpaHudeHuio nocrymna padorHukoB B nomenieHus ['BJIOY Ne 51 B coorBercTBHM C HX
MTOJTHOMOYHSIMH U TOJIKHOCTHBIMU OOSI3aHHOCTSIMU;

peructpanuu (akToB BXoJa paOOTHUKOB B TIOMEILEHHS B KOTOPBIX BeaeTcss oOpaboTka
MEpPCOHANIbHBIX JaHHbIX;



KOHTpOJIUpyeMoMy npeOriBanuto moctopoHHuXx Jinil B 'BJIOY Ne 51 B momenieHust, B KOTOPBIX
BeZieTcs 00paboTka MH(GOPMAlMKM OTPAaHMYEHHOrO JIOCTYMa M pa3MEIIeHbl anmapaTHbIe CpeICcTBa
UH(pOPMALIMOHHOM CUCTEMBI;

OpraHu3alfy PeKUMa KOHTPOIUPYEMOTr0 BHOCA/BBIHOCA CPEACTB 00paObOTKH HH(POPMAIIHH.

[Tomemenuss I'BJIOY Ne 51 nomkHBI OBITH O00OPYAOBAaHBI JETEKTOPAaMU OTHS W JIbIMA,
OTHETYUIUTENSIMU, CPEJICTBAMH OXPAaHHO-IT0’KAPHOW CUTHAIU3AL1H.

[TopTaTHBHBIE TEXHUYECKHE CPEJICTBA HE TOJIKHBI OCTABAThHCS 3a IIPeeaMU KOHTPOIUPYEMOil
30HbI ['BJIOY Ne 51 6e3 koHTpoOIIs co cTopoHbl paboTHHKOB [ BJIOY Ne 51.

Be3onacHocTs Ha paGodem mecTe

3anperiaercss BECTH 3allCh Mapojiell B OTKPHITOM BHUAE Ha MaTepUaJIbHBIX HOCHUTEIS,
3a UCKJIFOYEHUEM CIIy4aeB, PErJIAMEHTUPOBAHHBIX METOJ OB XPaHEHUS.

JIOKyMEHTBI M HOCHTENU ¢ WH(OpManueld OrpaHHMYEHHOTO JOCTYIA IOJKHBI YOHpAThCs
B oOredaTbiBacMble MecTa (ceiidbl, mkadppl W T.I.), NpPH yXoae ¢ pabodero Mecra.
Ha aBTomaTtu3upoBanHom padodem Mecte [lomb3oBaTens pabouasi ceccusi TODKHA OBITH TTpEpBaHa,
paGoumnii cronm 3abmokupoBaH. Bxona monb3oBaTenss B CUCTEMY HE JOJDKEH BBIIOIHATHCS
aBTOMATHUYECKH.

JlokyMeHThI, cofepxalire HHHOpMaIno OrpaHUYEHHOT0 JOCTYTA, JOHKHBI Cpa3y U3bIMAThCs
W3 TMeyaTarolMX yCcTpoucTB. Jlns yTunm3anuu KOH(PHUAECHIUATBHBIX JTOKYMEHTOB, JOJIKHBI
UCIIOJIb30BaThCSl YHUUTOXKUTENH JTOKYMEHTOB HE HIDKE 4 YPOBHS IO CTaHIApTy O€30MacHOCTH,
MIPUMEHAEMOMY K YHUYTOXHUTEISIM JOKYMEHTOB.

[Ipn wucHoONb30BaHMM MOOWIIBHBIX TEXHHUYECKUX CpPEICTB HEOOXOOUMO  COOII0IaTh
JIONIOJTHUTENbHBIE MEphl IO perjaMeHTallud M KOHTPOJIO HCIONB30BaHHUS B HH(OpMAIMOHHON
cUCTEME MOOUJIbHBIX TEXHUYECKUX CPEJICTB.

Haxoxnenue mnpencraBuTeneil IOPUAMYECKUX JIML B pPaMKaxX MCIOIHEHUS JOTOBOPHBIX
00513aTeNbCTB B TOMEIICHUAX B KOTOPBIX BeJeTcsa 00padoTka HHPOpMAIIUU OTPaHUYECHHOT0 JOCTYIa
MH(OPMAIIMOHHON CHCTEMBI, BO3MOXKHO TOJBKO B compoBoxaeHun padorHuka ['BJOY Ne 51
JOITYIIIEHHOTO 10 00pabO0TKH Takoi nHpopMaruu.

PazmMerienue TeXHUYECKUX CpPEJCTB BbiBoAa MHQopmanuu B nomemeHusx ['BJOY Ne 51
NPOM3BOJUTCA C YYETOM HCKIIOYEHHUS BO3MOXKHOCTH BH3YaIBHOTO MPOCMOTpa HH(POpPMAaIUU
MOCTOPOHHUMH JTUIIAMH U paOOTHUKAMH, HE TOMYIIEHHBIM K paboTe ¢ JaHHOI nHbopMaiueil.

Texuudeckue cpeacTBa JOHKHBI Pa3MEIIAaThCsl K XPAHUTHCS TAKUM 00pa3oM, YTOOBI COKPATHTh
BO3MOXKHBII pUCK MTOBPEKICHUS U YTPO3bl HECAHKIIMOHUPOBAHHOI'O 1OCTYIIA.

Texnuueckoe 00cayKUBaHUE 000PYA0BAHMS

Texuunueckue cpeacta ['bIOY Ne 51 nomkHbI IPOXOAUTH HA PETYISIPHONM OCHOBE CEPBUCHOE
00CITy>)KUBaHHE B COOTBETCTBUH C PEKOMEHIAIMSIMU MTPOM3BOIUTENIEH 000py10BaHNS.

PemMoHT u cepBHuCHOe o0OcioyKMBaHHE OOOPYJOBAaHUS JOJDKHBI BBIIOJHATHCS TOJIBKO
KBaJIU(DUIIMPOBAHHBIMU CHIEIIHATUCTAMH.

Texuuueckoe oOcTyXHBaHHE OOOpPYIOBaHHMS CTOPOHHHMH OpPTraHU3ALUSMH HE JOJDKHO
MIPUBOJIUTH K PUCKY HApYIICHUS KOH(DUIEHIIMAIBHOCTH 3aIIMIaeMOol HH(OpMaIUu.

B3aumopeiictBue ¢ TpeTbUMH JTHIAMHA

B nensix obecrnieuenust napopmarnmonnoit 6e3omnacuoctu ['BJIOY Ne 51 mpu B3aumoneicTBuu
C TPETHUMHU JIMLIAMU JIOJIKHO BBIIOJIHATH CIEIYIOIINE MEPOIIPUSITHS TO:

3aKJIIOUEHUIO0 COTJIAllleHUsT O Hepas3riameHud WH(OpMaluu OrpaHMYeHHOrO JIOCTyIa
MOJTyYEHHOW B XOJI€ UCTIOJIHEHUS IOTOBOPHBIX 0053aTENBCTB,;

OCYILIECTBJICHUIO KOHTPOJS 3a JEHCTBUSIMHU IPEACTABUTEIEH KOHTPAreHTOB B Mpeiesiax
KoHTponupyemoit 30Hb1 ['B/IOY Ne 51.

YnpasJ/ieHue )KU3HEHHbIM IUKJIOM HH(OPMALMOHHBIX CHCTEM

MeporpusiTis B Tporecce XKU3HEHHOro Iukia uHpopmanuoHHbX cucteM ['BJIOY Ne 51
JOJKHBI OBITh HamNpaBlIeHbl Ha oOecreyeHue 3aluThl MHQOpPMAlUU TpU BBOAE B JEHCTBHE,
SKCIUTyaTall, CONPOBOXKIECHUN U MOICPHU3AIMH, BbIBOJA U3 IKCILTyaTal|u.

OcHoBaHmeM Tpu pa3paboTke WHOOPMAIMOHHBIX CHUCTEM JOIDKHBI SIBISATHCS PEHICHUS
OPUHATBIE Ha CcTaauu (GOpPMHUPOBaHUS TpeOOBaHUMU, cojepxaliue TpeOOBaHHUS B TOM YHCIE
M0 CUCTEME 3aIIUTHI UHPOPMALIUH.



JIto60e mianupyeMoe K BHEAPEHUIO M3MEHEHNE UHPOPMAIIMIOHHOW CUCTEMBI IIPEIBAPUTENILHO
JNOKHO  OBITh  MPOAHATU3UPOBAHO HAa  COBMECTUMOCTh M OTCYTCTBHE  HapyIICHUU
paboTOCTIOCOOHOCTH CHCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE CPEJICTB 3alUTHl HH(POPMAIIH.

PaGotel mo MoxepHH3anuMu HHPOPMALMOHHOM CHCTEMbI, B TOM YHCIE IO YCTaHOBKE
IporpaMMHOro odecrieueHus: 1 OOHOBJICHUMN, JOJDKHBI TPOBOAUTHCA B Hepabouee BpeMsl UM BpeMst
HauMEHbIIIeH pabodeil Harpy3Ku.

[Ipn BbIBOJE U3 OKCIUIyaTalud HWHQPOPMALMOHHBIX CHUCTEM JOKHO 00€CleynuBaThCs
rapaHTUPOBAaHHOE yJaleHne 00pabaThiBaeéMOi U XpaHUMON B HUX MH(POPMAIIMH C UCTIONIb30BAaHHEM
CPEACTB T'apaHTUPOBAHHOI'O YHUUTOXKEHHSI MH(OpMAIMM WIK MyTeM (PU3MYECKOro YHUUTOXKEHUS
HOCHTEIeH HH(POpMAIIIH.

Bce mpouenypst obecriedeHust 3amuTthl mHpopManuu, ycraHoBieHHble B ['BJIOY Ne 51
B OTHOLICHMHM WH(POPMALMOHHBIX CHCTEM, JOJDKHBI BBIIOJHATHCA M KOHTPOJIHPOBATHCS
OTBETCTBEHHBIMHU JIMI[AMH 32 OPTaHU3alMI0 padoT MO 3alUTe UHPOPMALIUH.

KoHTposb 1ocTyna Kk MH(pOpMaIMOHHBIM CHCTEMaM

Bce paborauxku I'BJIOY Ne 51, nmomymieHnHsle K padoTe ¢ MHPOPMAIMOHHBIMU CHCTEMaMHU
HECYT IEpPCOHAJIBHYI0 OTBETCTBEHHOCTh 32 HAPYIICHHWS YCTAHOBJIIEHHOT'O TMOpsKa OOpabOTKH
nH(pOpMaIuu.

VYpoBeHb MOIHOMOYMH MoOsib30BaTenst B uHpopmanuonnoi cucreme I'BJIOY Ne 51 nomxen
OIIPEIENIATHCS B COOTBETCTBUH C €T'0 JOJDKHOCTHBIMU O0SI3aHHOCTSIMH.

Hoctyn monb3oBareneit k wuHpopmamuoHHbIM cuctemam ['BJIOY Ne 51 jmomxen
KOHTPOJIMPOBATHCA aIMUHUCTPATOPOM UH(POPMALIMOHHOM CUCTEMBI.

Ocy1iecTBIEHNE PETYISIPHOTO KOHTPOJIS BBIITOJIHEHUS OpPTraHM3allMOHHO-PAacIIOPSIANTENbHBIX
JOKYMEHTOB, KaCaloIUXCsA perjaMeHtanuu jgomycka pabornukoB ['BJOY Ne 51 «k
UH(GOPMAIITOHHBIM CUCTEMAaM.

HNpentudukanus v ayrTeHTUPUKALMS

Joctyn monp3oBateneil K MHGOOPMAIIMOHHBIM CHCTEMaM JOJHKEH MPEIOCTaBIATHCS TOJIBKO
1ocJje YCHEIIHOTO 3aBepIICHUs UACHTU(PHUKAIINH, AyTEHTU(PUKAIUH.

[Tony4yeHue mosnp30BaTeNieM HMMEHH B MH(OPMAIIMOHHOM CHUCTeME M Mapoiis, KOTOphIe
o0ecreynBaroT JOCTYN K HHPOPMALMOHHOW CUCTEME, JTOJKHO OCYIIECTBISTHCS MO MPEICTABICHUIO
PYKOBOJIUTENSL CTPYKTYPHOI'O TOAPA3AEICHUS.

YupasJjieHue 10CTYIIOM

B I'BJIOY Ne 51 momKHO OCYIIECTBIIATHCS YIPABIICHHUE TOCTYIIOM K WH(MOPMAIMOHHON
CUCTEME TOCPEACTBOM pealu3alii HEOOXOIMMBIX METOAOB, THUIIOB M MpPaBWJI pa3TpaHUUYECHUS
J0CTyna mnojb3oBarensiM uHpopmaunonHoi cucremsl I'B/IOY Ne 51. B tom uuncne obecnieueH
3alIUIIEHHBIN yIAJIEHHBIH JOCTYNl CYOBEKTOB JOCTYNMa K OOBEKTaM JIOCTyNa 4Yepe3 BHEUIHHE
MH(}OpMaIMOHHO-TEIEKOMMYHUKAI[IOHHBIE CETH.

Be3onacHocTs npu padore ¢ HOCUTEJSIMHA HHPOPMALHMH

Paborauku 'BJJOY Ne 51 momkHBI MCHONIB30BATH TOJBKO YYTEHHBIE CHEMHBIE MAalIMHHBIC
HOCUTENM WH(OpMAIUU JJIs BBIIOJIHEHHS CBOUX JOJDKHOCTHBIX 00si3aHHOCTEH. Vcmomp3oBaHme
ChEMHBIX MalIMHHBIX HocuTenel napopmaruu B 'BIOY Ne 51 B HHBIX LIEIsX CTPOro 3ampenieHo.

ChemHbIe MalIMHHBIE HOCUTEIHN WH(OPMALIUK JOJKHBI XPAaHUTCS B ONI€YaThIBAEMBIX IIKagax,
B [TIOMEILEHUSAX B KOTOPBIX IPEeTycMOTpeHa 00paboTka nH(opMaluyi OrpaHUYEeHHOT0 JOCTYTIA.

B cnydae kpaku UM MOTEpU CHEMHOT'O MAIIMHHOTO HOCUTENs WH(GOpMAINH, a TaKKe WHBIX
WHIUIEHTOB, KOTOpPhIE MOTYT MPHUBECTH K HAPYIIEHUIO CBOWCTB MH(OPMALMU OrPaHUYEHHOIO
JOCTYNA, AOJKHBI IIPOBOJUTHCS. MEPOIIPUATHUSA 110 PACCIEAOBAHUIO TAKUX MHIIMICHTOB.

[Ipu BIBOZIE U3 DKCIUTyaTallMd CHEMHOI'O0 MAIIMHHOTO HOCUTENsA MH(OpManuu, Bce JaHHBIE,
XpaHsIIUEeCs: Ha HEM, JOJDKHBI OBITh YAaJeHbl ONPEICICHHON KOMHCCHEH M3 4Hciaa pabOTHHKOB,
CPEICTBOM IapaHTUPOBAHHOTO YHUUTOXKEHUSI HHPOPMAaLIUH.

@DakT YHUYTOXKEHUA UH(OpMalMu Ha CHEMHOM MAIIMHHOM HOCHTeNle UH(pOopMaIuu
¢ukcupyercss B akre 00 YHHYTOXKEHUHM HMHPOPMALUU CO CHEMHOTO MAIIMHHOIO HOCHUTENs
nHpopmanuu.



Perucrpauust coobITHI

B TBJAOY Ne 51 nomkHa OCYHIECTBISTBCS PErHCTpAllMi COOBITUH  O€30MacHOCTU
Ha BceX KOMIMOHeHTax wH(opMmanuoHHbXx cucteM ['BJIOY Ne 51, B xoropbeix oOpabaTwhiBaeTcs
3amuiaeMas nHpopMarus.

AHTHBHUPYCHASI 3alIIUTA

B nensax oOHapyxeHust M ycTpaHeHHUs BpedoHOCHBIX mporpamMm B I'BJIOY Ne 51 nomkHs
HCIIOJIb30BAThCS CPEJICTBA AHTUBUPYCHOM 3alIUThl HH()OPMAaLIUH.

OO0s3aTenbHOMY KOHTPOJIIO CPEJICTBOM AHTHUBUPYCHOM 3alUThl HMH(OpMAIMM TOJKHA
nojuiexarb Jro6as uHpopMmanus (TeKCToBble (ailinbl 0O0BIX  ¢GopmaroB, (aliabl JAaHHBIX,
ucrojHseMble (Qailnbl), moiay4yaemass M IepeaBaeMasl IO JIOKAJIbHON BBIYMCIUTENIBHON CeTu
B TOM YHCIE€ U CETAM OOLIero MONb30BaHUSA, a Takke HMHQPOpMalusd, XpaHHUMas Ha CBhEMHBIX
MAIIMHHBIX HOCUTENSAX WH(OPMAIIHH.

[Ipu ycTaHOBKE IPOrpaMMHOT0 00€CIEUeHHUs UJIM €ro OOHOBJIEHUSI Ha CEBEpHOE 000py10BaHUE
JOJKHA aBTOMAaTHYECKU BBIMOJIHATHCS IPEABAapUTEIbHAs IPOBEPKA [JAHHOIO IPOrPaMMHOIO
obecrieyeHus Ha OTCYTCTBUE BPEIOHOCHOTO MPOrPaMMHOI0 00€CIIeUeHusI.

OO6HoBneHne 0a3 cuUrHatyp JUisl CpeACTBa AHTUBHMPYCHOM 3aIlIMThl MH(POPMALMM JOIKHBI
OOHOBIIATEHCS €KETHEBHO.

[Tonp3o0BaTenu oe3 paB aJMMHHMCTPATOpPA nH(pOpMaLOHHON CUCTEMBI
I'BAOY Ne 51 He HNOMKHBI WMETh BO3MOXKHOCTH TMONYYEHHs JOCTyNma K KOH(UTypanuu
AHTMBUPYCHOI'O CPEJICTBA 3AIIMTHI WJI €r0 OTKIIIOYEHUS.

KoHTposb 3a1HIeHHOCTH NEePCOHAIBLHBIX JaHHBIX

B mensix MCKIIIOYEHMS HKCIUTyaTallUM YA3BHUMOCTEH MPOrpaMMHOIO 00eCHeueHHs JOKHBI
MPOBOAMUTCA pPabOThl IO BBISBICHUIO, AHAIU3Y YyA3BUMOCTEH HH(OPMALMOHHON CHCTEMBI
Y OIIEPAaTUBHOE YCTPAHEHUE BHOBb BBISIBIICHHBIX yA3BUMOCTEN. B TOM uncie opranusanus KOHTPOJISA
YCTAHOBKH OOHOBJICHHS IIPOIPAMMHOI0 00€CIIeUeHHUs BKIII0Uasi CPEACTB 3alUThl MH(OpMAIIH.

Hcnonb3oBanne NnporpaMMHOro odecre4eHus

Br16op mporpamMmMHoro obecrieueHus st mpous3BoacTBeHHBIX HYX A ['BJIOY Ne 51 momxen
MIPOU3BOJUTHCS. B NPUOPUTETE K OTEUECTBEHHOMY, BHECEHHOrOo B EJMHBIN peecTp pOCCHMCKHX
IPOrpamMM ISl 3JIEKTPOHHBIX BBIUMCIUTENbHBIX MAlllMH U 0a3 JaHHbBIX. B ciiydyae orcyTcTBHS aHaora
B EnmHOM peectpe pOCCHMCKMX @POrpaMM Ul 3JIEKTPOHHBIX BBIYMCIUTEIBHBIX MAllWH
1 0a3 JaHHBIX JIOMYCKAETCs CIOIB30BATH IPOrPAMMHOI0 00ecreYeHue UMIIOPTHOT'O IIPOU3BOCTBA.

Hcnonb3oBanne cpeacTs KpUnTorpaguyeckoi 3amuTbl HHGopManuu

Obecneuenne 3amuThl HHOPMALUK OIPAaHMUYEHHOIO JOCTYIA OT PAaCKPbITHS, MOJU(PUKALIUN
U HaBs3bIBaHMA (BBOJA JIOKHOW HMH(popManMM) mpu ee nepenade (IOATOTOBKE K Iepenaye)
[0 KaHalaM CBS3HM, WMEIOIIMM BBIXOJ 3a IMpeaeibl KOHTPOJIMPYEMOW 30HBI 00ECIIEYMBACTCS
IIPUMEHEHHEM CPEACTB KPUNITOrpauuecKoi 3aInuThl HHPOPMALUH.

[IpuoOperenue cpencts kpunrorpaduueckoi 3amutel uHGopmamuun ['BOY Ne 51
OCYILIECTBIISIETCSI HA OCHOBAHUM JIOTOBOPOB M KOHTPAKTOB C JIMIAMH MMEIOIIMMU JIEHCTBYIOILYIO
munensuto @Cb Poccunm Ha ocyliecTBiIE€HUE JESITEIbHOCTH MO pa3paboTke, MPOU3BOJCTBY,
pacIpoCTpaHEeHUIO0 IMHU(POBAIBHBIX (KpUNTOrpagUyeckux) CpeicTB, MH()OPMAIMOHHBIX CUCTEM
U TENCeKOMMYHUKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C UCIOJb30BaHUEM IIH(PPOBAIBHBIX
(kpuntorpadu4ecKknux) CpPeACTB, BBHIIOJHEHUIO pabOT, OKa3aHUIO YCIYr B 001acTu IH(pOBaHUS
UHPOPMAIIUN, TEXHUYECKOMY OOCIYXHMBaHHUIO MIM(POBANBHBIX (KpUOTOrpaguUuecKux) CpencTB,
MH(GOPMALMOHHBIX CHCTEM M TEJIEKOMMYHUKALMOHHBIX CHUCTEM, 3aIIUIICHHBIX C MCIIOIb30BAaHUEM
mUGPOBAIBbHBIX (KpUNTOrpaduyecKux) CpeAcTB (3a HCKIIOYEHHMEM Ccllydas, €CIU TEeXHHUYECKOe
oOcay)xuBaHuEe MHUGPOBAIBHBIX (KPUOTOrPAPUUYSCKUX) CPEICTB, HWH(POPMAIMOHHBIX CHCTEM
U TEICKOMMYHUKALIMOHHBIX CHCTEM, 3alllMIIEHHbIX C HCIOJIb30BAHUEM IIU(POBATBHBIX
(kpuntorpagu4ecKknux) CpEeACTB, OCYIIECTBISAETCS M OOECHeueHuss COOCTBEHHBIX HYX]
IOPUINYECKOTr0 JIMIIA WK UHAWBUYAIbHOI'O IPEIPUHUMATEIS).

B umenax opranuzanuu W oOecrneueHHM Iepenadyd WHGOpPMAlUU IO KaHajaM CBS3H
C HWCTOJNB30BAaHUEM CPEJICTB KPUNTOrpapUUecKOr 3aluThl MHPOPMAIMU, a TAK)KE BBITTOTHEHUS
munieH3uoHHbIX TpeboBanuit PCBb Poccum B I'BJIOY Ne 51 nmomkeH ObITH CO31aH OpraH
KpUNTOrpaduyeckoi 3aiuThl.



[Topraneubie pemenust 'BJIOY Ne 51 ¢ BO3MOKHOCTBIO IOCTYIIA C CETEH OOIIETO MOIh30BaAHUS
JOJKHBI B MPUOPUTETE pa3padaThiBaThCsA C OpraHU3allMed 3allUIEHHOTO KaHalla MOCPEICTBOM
nporokona TLS ¢ monaepxkoii anropurmoB 'OCT 34.10.

Hcnosb3oBanue 3JIEKTPOHHOI MOYTHI

DeKTpOHHAs ToUTa JIOJDKHA HCmoinb30BaThest B 'BJIOY Ne 51 ¢ menbro opranu3anun oOMeHa
JNEKTPOHHBIMU  COOOIICHHUSIMH ~ MEXAYy paOOTHUKaMH U CYObeKTamMu HWH(OpMAIMOHHON
0€30I1aCHOCTH.

[Ipu ncnonp30BaHUM NEKTPOHHON MOYTHI 3aIIPEIIACTCS:

oOMeH uHopMaIuei as cirykeOHOro MoIb30BaHMS, a TaKke HH(OopMaluel OorpaHMYEeHHOTO
JIOCTYTIa;

MPEAOCTABIEHNE JOCTYNA K JIEKTPOHHON MOUYTE C UCHOJIb30BAHUEM JAHHBIX CBOEM YUETHOU
3alUCH TPETHUM JIMLIAM;

MyOJIMKAIUsl CBOETO CIY)KEOHOTO ajpeca IJIEKTPOHHOW IMOYTHI B AJIEKTPOHHBIX KaTajorax,
Ha MOMCKOBBIX MAIIMHAX U JAPYTUX pecypcax ceT MIHTepHET B 1eNsX, HE CBSI3aHHBIX C UCITOJIHEHUEM
CBOMX JIOJDKHOCTHBIX 00sI3aHHOCTEH;

MOJMKCKA IO JIEKTPOHHON MOYTE Ha Pa3IMYHbIE PEKIIAMHBIE MaTE€PUAIbI, JIUCTHI PACCHUIKH,
3JIEKTPOHHBIE XYpPHAJbl U T.A., HE CBS3aHHBIC C BBIIOJHEHHEM IOJIb30BATEIEM JIOKHOCTHBIX
00sI3aHHOCTEH;

OTKpBITHE (3aIlyCK Ha BBHIMOJTHCHHE) (aiiyioB, TONYYEHHBIX I10 DJICKTPOHHOW IOYTE
Wi U3 pecypcoB cetu MHTepHer, 0e3 mnpeAaBapUTEIbHONW MPOBEPKH HUX aHTUBUPYCHBIM
MIPOrPaMMHBIM 00€CTIEYEHUEM.

Pabora B ceTsix 0011er0 M0JIL30BAHUS

I'BAOY Ne 51 ocraBnsier 3a coOoi mpaBO OJIOKHPOBATH WJIM OrPAHHYUBATH JOCTYI
pabOTHHKAM K CETSAM CBSI3M OOLIEro MOJNb30BaHHS, B TOM 4YHcIe ceTu VHTepHeT, comepikaHue
KOTOPBIX HE HWMEET OTHOIICHHUS K WCIHOTHEHHWIO IOJDKHOCTHBIX OOS3aHHOCTEH, a Takke K
WHQOPMAIIMOHHBIM ~ pecypcaM, COACp)KaHWE€ ¥  HANpaBIEHHOCTh KOTOPBIX  3alperieHbI
3aKoHOJaTeILCTBOM Poccuiickoit denepanumu.

Wndopmanus o mocemaemsix padbotrHukamu ['BJIOY Ne 51 mH(pOpManMOHHBIX pecypcoB
IIPOTOKOJIUPYETCS ISl TOCIIEYIOIIEro aHaJIu3a U, IPU HEOOXOAUMOCTH, MOXKET ObITh IPEACTaBICHA
PYKOBOJIUTENIAM CTPYKTYPHBIX TMOJpa3aeiieHuii, a Takke pykooautento ['BJIOY Ne 51 nmns
KOHTPOJISL.

[Tpu ncnonb3oBannu cetu MHTEPHET 3aMpeIieHo:

ucnoab3oBaTh npenoctaBieHHbil ['6IOY Ne 51 noctyn B ceth UHTEpHET B TUYHBIX 1ENAX;

KCII0JIb30BaTh HECAaHKIIMOHUPOBAHHBIE TPOrpaMMHBIE U MPOrpaMMHO-aNapaTHbIe CPEACTBA,
MO3BOJISIONIME TTOYYUTh HECAHKIIMOHUPOBAHHBIN JoCcTyN K ceth HTepHeT;

nyOIMKOBaTh, 3arpyXaTb M PpacHpoOCTPaHATh MaTepHalibl COjAepIKallue HEeIOCTOBEPHYIO
uHpopmanuto o 'BJIOY Ne 51, a taxxke anscuduuupoBats coii IP-aapec.

Pe3epBHOe KONMpPOBaHUE U BOCCTAHOBJIEHHE JAHHBIX

Ocy1iecTBieHrEe Pe3epBHOI0 KOMUPOBAHUS JTOKHO OCYLIECTBIISTHCS JJIS:

unpopmanuu  oOpabaTeiBaeMoii Ha (ailJloBOM cepBepe U cepBepe MPUIOKEHUH,
MH(POPMALIMOHHON CUCTEMBI,

pabouyux MECT aIMUHUCTPATOPOB HH(POPMAITMOHHON CUCTEMBI.

YacTtora ¥ peXUM PE3EPBHOrO KOMHPOBAHMS YCTAHABIMBAIOTCS TaKUM OOpa3oM, 4YTOOBI
00ecrneunTh MUHUMAIIBHYIO TIOTEPIO IAHHBIX U OMEPATUBHOE BOCCTAHOBJICHHE.

HacTtpoiika pe3epBHOro KONupoOBaHUs U BOCCTaHOBJICHUS PECYPCOB UH(POPMALIMOHHBIX CUCTEM
I'BJIOY Ne 51 momxHBI TPOBOAUTH yrodHOMOUeHHBIe padoTHUKU [ BIOY Ne 51.

PesepBHOE  KONMMpOBaHHME JIOJDKHO  OCYLIECTBIATHCS B ABTOMAaTUYECKOM  PEXHUME
C TNPUMEHEHHEM OTEYECTBEHHOr0 CIEHUAIN3UPOBAHHOIO CPEACTBA PE3EPBHOIO KOMUPOBAHUS
C JEUCTBYIOIIMM CEepTU(UKATOM COOTBETCTBHS MO TpeOOBaHUSM 0€30MacHOCTH HHQOpMAIUU
OCTIK Poccun.



6 OCHOBHBIE TPEBOBAHUSA K TIPOUECCAM YIIPABJIEHUSA
UH®OPMAIIMOHHOHN BE3OIMACHOCTBIO

MoHnTOpHHT HH(OPMALIMOHHOM 0€301TACHOCTH

Ha nocrosiHHOM OCHOBE MOJKEH MPOBOIUTHCS KOMIUIEKCHBIM aHAINW3 (DYHKIMOHUPOBAHUS
uHpopmarmonnoi cucrembl I'BJIOY Ne 51 u Bo3HuKaromux coObITUH HMH(DOpMALIMOHHON
0e30MacHOCTH.

[Ipouecc MOHMTOpUHIa CHUCTEMBbI obOecriedeHus] MH(POPMAIIMOHHOM O€30MacHOCTH JIOJIKEH
BKJIIOUYATh B ce0s1 KOHTPOJIb OPraHU3AI[MOHHBIX U TEXHUYECKUX MEp IO 3aluTe HH(OpMaluu, aHaau3
napaMeTpoB KOH(GUTYpaIlMi U HACTPOMKHU CPEICTB 3aIIUTHI HH(POPMALIUH.

IIpn mpoBeneHUM KOHTPOJBHBIX MEPOINPHUATHM, CBA3AHHBIX C OLEHKOM pealu3aluu Mep
o 3amute nHpopmaruu B '6JI0OY Ne 51, ymonHOMOo4YeHHBIE paOOTHUKH JTOJKHBI IIPUIEPKUBATHCS
CJIEYIOIUX IPUHIIUIIOB:

HE HapymaTh pyHKIHoHUpoBaHue AesarensHocTd ['BIOY Ne 51;

NENCTBOBAaTh B COOTBETCTBHM C YTBEPKIACHHBIMH OPraHU3alMOHHO-PACIOPAIUTEIbHBIMU
nokymeHtamu ['BJIOY Ne 51 no 3amure nndopmanmu,

HE CKPBIBATh (aKTHI BBISBICHHBIX COOBITHI MH()OPMAIIMOHHOH 0€30MaCHOCTH;

ohopMIIATH OTYETHI, MOATBEPKJAIOIINE BBHIOJHEHHE MEPOIIPUATHUH MO 3alUTe UHPOPMALIUH.

Wndopmanus, mnomydeHHass B XOJA€ IPOBEIEHUS KOHTPOIUPYIOIIUX MEPONpPUATUI
O NIEHCTBUAX, COOBITUAX M MapaMeTpax, MMEIOUIMX OTHOIIEHUE K pealM3allud Mep IO 3alluTe
nHpopMaluu, JOHKHA KOHCOJUAMPOBATHCS U XPAHUTHCS B MECTax, MCKIIOYAIOMIMX IOTy4YeHHE
K HE HECAaHKIIMOHUPOBAHHOIO 1OCTYIIA.

MOHUTOPUHT JTAaHHBIX O 3apETUCTPUPOBAHHBIX COOBITUSAX WH(OPMAIIMOHHON 0€30macHOCTH
JIOJKEH MPOBOJUTHCS, 110 BO3MOKHOCTH, C MCIOJIb30BAHUEM CHCTEMbl MOHUTOPUHIA WHLIUJECHTOB
UH(GOPMAIIMOHHON 0E30MacHOCTH WJIM BCTPOSHHBIX MEXaHM3MOB HACTPOMKH W ayAuTa COOBITUI
B NIPOTrpaMMHBIX W MPOrpaMMHO-AMNIAPATHBIX CPEACTBAX, MCIOJIb3YEMbIX B HH()OPMAIIMOHHON
unppactpykrype I'BJIOY Ne 51.

YnpasjieHue pucKkamMu

OmnpeneneHue BHYTPEHHMX TpeOOBAaHUN IO 3alIuTe MHPOPMAIUH, JOJKHBI OCHOBBIBATHCS
Ha pe3yibTaTax MPOBEACHHS aHallM3a PUCKOB HAPYIIEHHs] OCHOBHBIX CBOWCTB 0€30IaCHOCTH
11t HGopManroHHbIX pecypcoB ['BJIOY Ne 51.

OCHOBO¥ OIIEHKH PHCKOB JIOJDKHA OBITh OLIEHKA YCIIOBHH U (DakTOpOB, KOTOPbIE MOT'YT CTaTh
MPUYNHON HAPYIICHHS IIETOCTHOCTH, KOH(PUASHIINATEHOCTH U JOCTYITHOCTH 111 HH(OpMAIIMOHHBIX
pecypcoB I'BJIOY Ne 51.

Pe3ynpTaToM mpoBeleHHs aHaIM3a PUCKOB JOJDKEH ObITh Pa3pabOTaHHBIA KOMIUIEKC MeEp,
HAIpPaBJIECHHBIX Ha CHUKCHUE BO3MOXXHOI'O HEraTHBHOI'O BJIMSHUS Ha OCHOBHYIO JESTENBbHOCTD
I'BJIOY Neo 51 mnpu peanmm3anuu TOH WIM HWHOH yrpo3bl 0Oe30macHOCTH HWHGOpMAuu |
o0ecreynBaOIMX B JAJbHEHIIEM JOCTaTOYHBIH YPOBEHb 3alMIIEHHOCTH HH(POPMAIMOHHBIX
cucteM 'BIOY Ne 51.

YnpasjeHue HHUMACHTAMUA HHPOPMALTMOHHOI 0€30I1aCHOCTH

Jns obecnieuenus 3(hhekTUBHOTO pa3penieHus: HHIIUAEHTOB HH(POPMAIIMOHHONM 0€30MacHOCTH
B I'BJIOY Ne 51, MuHMMM3auuu NOTEPh U YMEHBIIEHUS PHUCKA BO3HUKHOBEHMSI MOBTOPHBIX
WHUUJCHTOB  JOJDKHO  OCYHIECTBIIATBHCS — YIpPABIE€HHE  MHIMJAEGHTAMH  MH(QOPMALMOHHOU
0€30IaCHOCTH.

Jlnis yrmpaBieHHs MHUUACHTAMM HWH(GOPMAIMOHHONH 0e30IacHOCTH JOJKHA OBITH CO3/1aHa
ci1y’k0a MOHUTOPUHIA U PearupoBaHus HAa MHIUACHTHI HH()OpMALMOHHON 0€30MacHOCTH, KOTopas
MIOCPEICTBOM KOMIUIEKCa CPEICTB U MEpONpUATHUH s cOopa M KOHCONMMIAMU HH(pOpMaluu
00 MHIMJEHTaX pellaeT AAHHYI0 3aJady. B OTHOLIEHMHM KaXJIOro MpPOM3OMIEIIIEr0 MHLUICHTA
paboTHMKAaMU U3 CIYKObl MOHUTOPMHIAa M pEarupoBaHUsl Ha WHIMAECHTH HHGOPMAIOHHOM
0€30IMacHOCTH JIOJKEH BBHIMOTHATHCS €ro aHaiu3, U pa3padorka 3(pPEeKTUBHBIX Mep pearupoBaHUs
Ha JaHHBIN UHITUACHT.



AyauT cuctemMbl o0ecnieyeHust HH(POPMAIMOHHOI 0€3011aCHOCTH

B nensx omeHku Texymiero ypoBHs uHGopmarmonHoi 6OezomacHoctd ['BJIOY Ne 51 Ha
PETYISPHOI OCHOBE JTOJKEH MPOBOIUTHCS ayIUT WH(POPMAIIMOHHOIN O€30MaCHOCTH.

BuyTpenHue ayautbl TOMKHBI BIMONHATHCA padorHukamu ['BJIOY Ne 51. B wyucno 3agau,
pelaeMbIX IpH MPOBEICHNN BHYTPEHHUX ayIUTOB HH(POPMAIIMOHHONW 0€30MacHOCTH, BXOMST:

cOOp M aHaNU3 MCXOJHBIX JAHHBIX 00 OpPraHM3allMOHHONW M (YHKIHMOHAJIBHON CTPYKType
MH(}OPMaIMOHHBIX CUCTEM, HEOOXOAUMBIX Ul OLIEHKU COCTOSIHHSI CUCTEMBI 3alllUThl HH(OpMaLuu;

aHAIM3 YTBEP)KJECHHBIX OPraHU3alUOHHO-PACIOPSAIUTENBHBIX JOKYMEHTOB 110 3aIlUTE
nH(}OpMaIMK Ha MPEAMET UX MONHOTH U dPGEKTUBHOCTH, a TaKkKe (OPMUPOBAHNE PEKOMEH AN
10 UX 10pabOTKe WU pa3padOTKU HOBBIX;

obocHOoBaHWEe (UHAHCOBOM HA(P(HEKTHBHOCTH BHOBH MPHOOPETAEMBIX CPEJCTB 3aIlIUTHI
uHdopMauy,

MIPOBEPKa MPaBHIILHOCTH BRIOOPa M HACTPOHKH CPEICTB 3aIIUTHI HH(pOopManuu, GOpMHPOBAHHE
MPEeIIOKEHUI O UCMOIb30BAaHUIO UMEIOIINXCSA CPEICTB 3alUThl MHGOPMAIMK JJIsi TOBBIIICHUS
YPOBHSI HaIEKHOCTH U O6e3onacHocT nHpopMannonHbix cucreM I'B/IOY Ne 51;

aHaJIM3 OTYETOB 110 TPOHM3OUICIIIMM HHIUJCHTaM WH(POPMALMOHHON 0e30macHOCTH
Y IMIPUHATBIM MEPAM I10 UX Pa3pelICHUIO.

IloBbIlICHNE OCBEIOMIICHHOCTH PA0OTHMKOB

B pamkax opraHuzanMu KOMIUIEKCHOIO IPOTHBOJEMCTBHS yrpo3aM 0O€30MacHOCTH
nHdopmaruu, ucxomsmuMm oT pabotHukoB ['BJIOY Ne 51 nomkHa MNOCTOSHHO TOBBIMIATHCS
WX OCBEJIOMJICHHOCTh B 00J1aCTH 3alTUTHI HH(OPMAIUH.

[ToBwimenue ocBegoMiaeHHOCTH paboTHUKOB ['BJIOY Ne 51 ocymecTBisiercs:

o cymectBytomuM B I'B/IOY Ne 51 opranu3zanimoHHO-paciopsAUTENbHBIM JJOKYMEHTaM;

o npumensiemMbiM B ' BZIOY Ne 51 mepawm 3amutsl uHGpOpMaLINu;

IO MPaBUJIBHOMY HCITOJIb30BAHUIO CPEJCTB 3aIUTH HHPOPMAIIHH.

7  3AKIIOYEHHE

[Ipn wm3MeHeHWW ACUCTBYIOIIETO 3aKoHoAaTelnbcTBa Poccuiickoit denepanum B 001acTH
3amuUThl HH(pOpMAILIUK, a TaKXKe OpPTaHU3AIMOHHO-PACTIOPSAUTENbHBIX HoKyMeHTOB ['B/IOY Ne 51
Hacrosmmas [lonuTka U M3MEHEHHs K HEW NMPUMEHSIOTCS B 4YacTH, HE MPOTHBOpPEUAIIeii BHOBB
MPUHATHIM 3aKOHOJATENIbHBIM U MHBIM HOPMATHBHBIM aKTaM, a TAaKK€ BHYTPEHHUM JIOKYMEHTaM
I'BOY Ne 51.

Bce T1peOoBaHWs, YCTaHOBIICHHBIC JICHCTBYIOIIMM 3aKOHOIATEIBCTBOM  Poccuiickoit
®denepanuu, MOJ3aKOHHBIMA AKTaMU U JIOTOBOPHBIMM OTHOLIEHUSIMH, a Takxke nmoaxoa ['BJJOY Ne
51
K 00ECIEYCHUIO COOTBETCTBHSI 3TUM TPEOOBAHUSM JIOJDKHBI OBITH SIBHBIM OOpa3oM OIIPE/ICICHBI,
JOKYMEHTHUPOBAHBI U NOJIJIEPKUBATHCS B AKTYAIBHOM COCTOSIHHM.

I'BAOY Ne 51 B mNpUOPUTETHOM HAIpaBJICHUU JOJDKEH paccMaTpuBaThCs IEPEXOL
a MPOrpaMMHOr0 OOECTIEUeHHE OTEUECTBEHHOTO MPOU3BOAUTENS, BKIIOUEHHOI'O B €IUHBIN peecTp
POCCHICKHX TIpOrpamMM JUTsl DJICKTPOHHBIX BBIYMCIUTEIBHBIX MAalluH U 0a3 JaHHBIX. B ToMm uuncie
M0 YacTH CEPBEPHOr0, KOMMYTAIIMOHHOTO OOOPYAOBaHMS M MPOrpaMMHO-AIMapaTHBIX CPEICTB
BKJIFOYEHHBIX B EJMHBIN peecTp pOCCUICKON painO3IEKTPOHHON IPOIYKIIUH.

[lepecmorp W BHeceHME M3MEHEHHWM B HacToAlmyl0 [lOMUTHKY OCYHIECTBIISIIOTCS
HA NEPUOJNYECKON U BHETUIAHOBOW OCHOBE.



8 CIIMCOK UCITIOJIb30OBAHHBIX NICTOYHUKOB
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JOCTYIIOM, HE COJepKaIeil CBeJICHNH, COCTABIISIONINX TOCYIapCTBEHHYIO TATHY».
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9 IIpuka3z ®Cb Poccum ot 10.07.2014 Ne 378 «O06 yrBepknenun CoctaBa M COJEPIKaHUS
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[IpaButensctBoM Poccuiickoii ®enepanuu  TpeOGoBaHMIT K 3allUTe TMEPCOHATBHBIX JIaHHBIX
JUTSL KQKJIOTO U3 YPOBHEH 3aIIUIIICHHOCTI.
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B 3aIMIIEHHOM HcnoMHEeHUHU. O01mue TpeOoBaHus .
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12 TOCT P 50.1.056-2005 «Texnuueckas 3amurta uHpopmaruu. OCHOBHBIE TEPMHHBI
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U cpejcTBa obecrieueHuss OezomacHocTH. YacTh 5. PyKoBOJICTBO 1O MEHEIKMEHTY 0€30MacHOCTH
CeTH».

17 TOCT P HCO/TO 13569-2007 «®unaHcOBble  yciayru. PexomeHnauuu
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22 Konmenmus uH(OpPMAITMOHHON 0e30I1acHOCTH HCTIOJTHUTEIbHBIX OpraHoB
rocyaapctBeHHoi Biactu Cankr-IlerepOypra ot 20.02.2023.

JOKYMEHT MOZAMUCAH SMEKTPOHHOM MOAMUCHIO

rOCYAAPCTBEHHOE BHODKETHOE JOLLUKOJIbHOE OBGPA30BATEJIbHOE 07.07.23 16:01 (MSK) Ceptudukat 1926F219633A2C8B1E65F30555F6E409
YYPEXXAEHWE AETCKWUIA CAZL N© 51 KOMMNEHCUPYIOLLErO BUAA

MPUMOPCKOIO PAMOHA CAHKT-NETEPBYPIA, Kpaesas CeeTnaHa

BukTOpOBHa, 3aBeaytoLuii




